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Get-Command ¥+ , Bl A % f Windows
PowerShell IRIFX B FTH Cmdlet, ZNE—,
MAE—25 T #E Cmdlet WERAAXNKE
WHIIE , m: REEE. EHAFKE - BE&f, A Get-Help CmdLet —Full ( 2%
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PS G:\> Get—Command

Name Definition

4 ForEach—Object

7 Where-Object

A: Set—Location A:

ac Add—Content

Add—Computer Add—Computer [-DomainMame] {String> [-Credential...

Add—Content Add—Content [-Pathl <{Stringl[l> [-Valuel <{Objectl...

Add-History Add-History [[-InputObject] <PS0bject[1>] [-Pass...

Add-Member Add-Member [-MemberTypel <PSMemberIypes> [-Namel...

Add-P88napin Add-P88napin [-Namel <Stringl[1> [-PassThrul [-Ue...

Add-Type Add-Type [-TypeDefinition] <String> [-Language <...

asnp Add-P$Snapln

B: Set—-Location B:

G: Set—-Location C:

cat Get—Content

cd Set—Location

cd.. Set—Location ..

cds Set—Location \

chdir Set—Location

Checkpoint—Computer Checkpoint—Computer [-Description] <String> [[-R... [i§

—
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PS C:%> Get—Help Get-ChildItem -Full »

— &R\ LR EMEREE B FEE -
Get—ChildItem [[-Pathl <{string[1>]1 [[-Filter] <string>] [-Exclude {string[l>] [-Forcel [-Include <stringll1>1 [-Name

1 [-Recursel [-UseTransaction] [{CommonParameters>]

Get—ChildItem [-LiteralPathl <{string[1> [[-Filter] <{string>] [-Exclude <stringl[l1*] [-Forcel [-Include <{stringll>1 [
—Name1 [-Recursel [-UseTransaction] [{CommonParameters>]

Get—ChildItem Cmdlet
S| B LI fEH Recurse
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DUARKEBEAEESHE®RE 6 XEH
1T regeditexe LEABFALEBNERAGS
5l reg ETHITEE £ Windows PowerShell
REDR  ZEEEEEERRK , EAGERN dir
ETHABRERSHIER , YAAFIESTEE
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(M) JESSIINTEHNEENRIRE
.NET Framework ¥4

Flan - RIAEE (Pipe , BN “|” #&35% ) 48
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IheE , TR BRI S HREER , LEHR
HEBEABMEMNZR.

DAES & — B # 1 FEUEHI)E B8 ( Access
Control List , f§%8 ACL ) &6l , mREHELL
Get-Acl £ HUf8 ACL 5I3k , Access EEEH
BRMEZERE , mEM,

LEF | A% Get-Acl EPHBAEBEEHEE
(]) #®A Format-List IS 28 A , RAELE
BZRBENEmEENX , WE R,

PS C:~> dir HKLM:“SYSTEM“CurrentControlSet“services“Spooler

{Close.,
{Security’

? Performance
1 Security

: Spooler

: Microsoft.PowerShell.Core“Registry

: Bxsystemrootxssystemd2sspoolsv.exe,.—1

: SpoolerGroup

: C:sMindows“System32hspoolsv.exe

: Bxsystemrootxssystemd2sspoolsv.exe,—2

: LocalSystem

=1

: 2

: 272

= {RPCES, httpX

=1
RequiredPrivileges : {SeTchPrivilege.
FailurefActions : {128, B1. 1, B...>
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Hive: HHKEY_LOCAL_MACHINE:SYSTEM“CurrentControlSet>services“Spooler

Collect, Collect Timeout, Library...X>

SelmpersonatePrivilege. SefuditPrivilege.

PS C:~> $Key=Get—Item HKLM:“SYSTEM“CurrentControlSet“services“Spooler
PS C:%> Get—ItemProperty $Key_ PSPath

: Microsoft.PowerShell.Core“Registry: tHKEY_ LOCAL_MACHINME-~SYSTEM“CurrentControlSet>services“Spooler
: Microsoft.PowerShell.Core“Registry: tHKEY_ LOCAL_MACHINE-SYSTEM“CurrentControlSet>services

SeChangeMotif yPrivilege. . -3
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PS C:x> Get—Acl C:x

Ouner

NI SERVICExTrustedInstaller

NI AUTHORITY“Authenticated Users All...

u!

By HEEEE: Windows PowerShell ™ . | BN B .. - I * o - “ _E@éj

PS C:n» Get—Acl CG:N | Format-List

: Microsoft.PowerShell.Core~FileSystem:z:zC:x

: NT SERUVICENTrustedInstaller

: NT SERUVICENTrustedInstaller

= NI AUTHORITY“Authenticated Users Allow AppendData
NI AUTHORITY“Authenticated Users Allow -536885376
NI AUTHORITY-SYSTEM Allow FullControl
NT AUTHORITY-SYSTEM Allow 268435456
BUILTINAdministrators Allow 268435456
BUILTIN“Administrators Allow FullControl
BUILTIN“Uzersz Allow ReadAndExecute,. Synchronize

: 0:8-1-5-8P-756PB8885-3418522649-1831938044-1853292631-2271478464G:8-1-5-80-956008885-3418522647-1831038044-185
3292631-2271478464D:PAICA; ;LG5 5 AU CA;0ICII0;SDGRGHGR; 5 sAUX (A5 5FA5 5 58Y 2 (AS0ICII05GAs 5 58Y2(A0ICITO;GA; 5 5BAYCA;
sPAG5SBAXCA0ICT ;8x1280a9 5 55BUD
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